J. Zhou, J. A. Onieva, and J. Lopez, “Analysis of a Free Roaming Agent Result-Truncation Defense Scheme”, 6th Conference on E-Commerce
(CECO04), pp. 221-226, 2004.
NICS Lab. Publications: https://www.nics.uma.es/publications

Analysis of a Free Roaming Agent Result-Truncation Defense Scheme

Jianying Zhou Jose A. Onievaand Javier Lopez
Institute for Infocomm Research Computer Science Department
21 Heng Mui Keng Terrace University of Malaga
Singapore 119613 29071 - Malaga, Spain
jyzhou@i2r.a-star.edu.sg {onieva,jlm  }@lcc.uma.es
Abstract - protection of the agent from a malicious host trying to

tamper the code and the agent data.

Mobile agents play an important role in electronic com- . I L
o X . . The community has initially placed more attention in the
merce. Security in free-roaming agents is especially hard . . . .
{lrst problem and come out with some solutions, since the

to achieve when the mobile code is executed in hosts tha S : .
- Gnroblem is similar to the one that already existed with Java
may behave maliciously. Some schemes have been pro-

: and ActiveX technologies in which the host has to run soft-
posed to protect agent data (or computation results). How- X
- . . ware coming from untrusted sources. The most popular so-
ever, a known vulnerability of these techniques istthe- lution for such a problem is rather simple. tandboxso-
cation attackwhere two visited hosts (or one revisited host) P P,

. . lution, i.e. an agent cannot control the machine in which it
can collude to discard the partial results collected between . . .
. . o ) is executed. The agent is executed in a sandbox that blocks
their respective visits. Cheng and Wei proposed a schem

in ICICS'02 to defense against the truncation of computa-e[he access of the agent to the real machine. This feature

tion results of free-roaming agents [1]. Cheng-Wei scheme has been implemented in Java Mobile Code, Telescript, and

is effective against such an attack in most cases. However,S afeTcI. T
With respect to the second problem, we can distinguish

we demonstrate that it still suffers from the truncation at- . . L=
two principal sub-problems. In the first case, a malicious

ﬁack wher_1 a special loop is established on the path of ahost tries to tamper the agent’s code. To address this prob-
ree-roaming agent. We further propose two amendments . ) :
to Cheng-Wei scheme to avoid such an attack. Iem, comput_lng with encry_pted functions sucthasnomor-
phic encryption schemes is under research [5]. In the sec-
ond case, a malicious host tries to tamper the data carried
' by the agent. For instance, in a scenario that a free-roaming
agent is used to collect offers for an air-ticket, a malicious
. host may try to “hijack” or “brainwash” the previously col-
1. Introduction lected data to favor its offer. This paper will be focused on
the solutions of protecting agent data (or computation re-
Mobile agentsare software programs that live in com- sults).
puter networks, performing their computations and moving  Suppose an agent departing from hSgtwill obtain a
from host to host as necessary to fulfill their goals ke list of encapsulated offer®, - - -, O,, from different hosts
roaming mobile agents are free to choose their respective S, - - -, S,, selected dynamically when the agent roams over
next hops dynamically based on the data they acquired fromthe network. The security properties on the agent data pro-
their past journeys. tection defined in [2] and extended in [1] are as follows.
Mobile agents are especially useful in electronic com- . o o
merce, and have attracted lot of research interest. Never- ® Data Confidentiality Only the originatorS, can ex-
theless, as stated in [3], there are still many security issues  tract the encapsulated offets, - - -, Oy,.

on mobile agents to be addressed. We could classify the Non-repudiability S; cannot deny submitting; once

Keywords: secure electronic commerce, mobile agent
cryptographic protocol.

free-roaming agent security goals as S, receivesD;.
*The second author’s work was done during his attachment to Institute extract the_ldentlty mf(?rmatlon of the hosfs, - - -, S,
for Infocomm Research under its sponsorship. by examining the chain of encapsulated offers.



Forward Integrity None of the encapsulated offeds
can be modified.

Publicly Verifiable Forward Integrity Anyone can
check the integrity of the chain of encapsulated offers.

Insertion Defense No new offer can be inserted in
O, - -, 0, without being detected.

Truncation DefenseNo existing offer can be removed
from O, - - -, O,, without being detected.

Among all the security properties that the protocol claims to
achieve is the truncation defense, and in particular, defense
against awo-colluder truncation attackIn this scenario,

an attacker W captures an agent with encapsulated offers
O1,--+,0;_1,0j,---,0, and colludes with hos$; trying

to truncate all the offers aft€»; and insert the attacker’s of-
fers to get the new chai@,---,0;-1,05, -+, Ow.

A public key infrastructure is assumed in the mobile
agent environment. Each hos$t has a certified pri-
vate/public key paifv;,v;). Given a signature expressed
as Sigy,(m), we assume that anyone could deduce the

Several schemes have been proposed to protect ageritentity of S; from it. The chain of encapsulated offers

data. Yee proposed to usePartial Result Authentication
Code(PRAC) to ensure the integrity of the offers acquired
from the hosts [6]. In this scheme, an agent and its origina-
tor maintain a list of secret keys, or a key generating func-

01,0,,---,0, is an ordered sequence. Each entry of the
chain depends on some of the previous and/or succeeding
members. A chaining relation specifies the dependency.

An important definition given by Cheng and Wei in order

tion. The agent uses a key to encapsulate the collected offeto avoid interleavingattacks (proposed by Roth [4]) is as
and then destroys the key. However, a malicious host mayfollows.
keep the key or the key generating function. When the agent

revisits the host or visits another host conspiring with it, a
previous offer or series of offers would be modified, without
being detected by the originator.

Karjoth et. al. extended Yee's results [2]. In the KAG

scheme, each host generates a signing key for its successor

and certifies the corresponding verification key. Using the
received signature/verification key pair, a host signs its par-
tial result and certifies a new verification key for the next
host. Their scheme could resist the modification attack in
Yee’'s scheme but not a two-colluder truncation attack. In
this attack, two visited hosts (or one revisited host) can col-
lude to discard the partial results collected between their
respective visits.

Cheng and Wei proposed a scheme in ICICS’02 to de-
fense against the truncation of computation results of free-

roaming agents [1]. Cheng-Wei scheme is effective against
such an attack in most cases. However, we demonstraté’

that it still suffers from the truncation attack when a spe-

cial loop is established on the path of a free-roaming agent.

We further propose two amendments to Cheng-Wei schem
to avoid such an attack.

The rest of this paper is organized as follows. In the next
section, we sketch Cheng-Wei Protocol presented in [1]. In

Section 3, we demonstrate our attack scenario. In Section 4
we propose two solutions to such an attack. We end the

paper with conclusions in Section 5.

2. Cheng-Wei Protocol

We first sketch Cheng-Wei Protocol (N1) presented
in [1]. In this protocol, Cheng and Wei considered a shop-
ping scenario in which an agent departing from hgstvill
obtain a list of offers from different hostS,-- -, S,, se-
lected dynamically when the agent roams over the network.

An agent is defined ad = (I,C,S) wherel

is the identity,C is the code and S is the state
of the agent. Botl/ and C' are assumed to be
static while S is variable. I is in the form of
(IDa, Seqa), whereID 4 is a fixed identity bit
string of the agent anfeq4 is a sequence num-
ber which is unique for each agent execution. The
originator signsh 4, whereh4 = H(I,C) is the
agent integrity checksum angtig;,(ha) is the
certified agent integrity checksurhhe agent car-
ries this certified checksum, allowing the public
to verify the integrity of/ andC' and deduce the
identity of Sp.

In interleaving attacks, the attacker tries to use a previ-
ous host as an oracle, running its own agent but with the
ttacked agent’s chain of offers. As thertified agent in-
tegrity checksunis sent in each transmission between the
hosts, each host can verify the consistency of the chain of
offers (specially the one belonging to the agent’'s owngr

e\Nith this definition, an agent execution is uniquely identi-

fied.

Protocol N1 uses a co-signing mechanism in which a
host needs the preceding host's signature on its encapsu-
lated offer before sending it to the next host. It also depends
on the signatures on the agent integrity checksum generated
by the two associated preceding hosts such that the current
host is able to verify that the preceding host did not insert
two offers in a self-looping mode.

The model and cryptographic notation used in the de-
scription of the original protocol N1 is summarized in Ta-
bles 1 and 2, respectively.

Protocol N1 consists of three parts: agent creation, agent
migration atS;, and agent migration &; (2 < i < n) (see
Figure 1).



So = Sni1 The originator S h1 = H(Oq,71,52)

Si;1<i<n | Ahost S1 — So: tempr = Ency,(Sigy, (01,00),71), h1, 2
0i,1 <i <n | Anoffer from.S;. The identity ofS; is So : O, = Sigy, (temp1)

explicitly specified ino; Sg— S : O
0,,1 <i<n | Anencapsulated offer (cryptographically S, Ver(Or,vo)

protected;) from S; ’

hi,1<i<n | Anintegrity check value associated with Si o1 = Sigs, (h1)

O, and the next hop

5. Agent transmission
0o, 01, ..,0, | The chain of encapsulated offers 9

S1 — 821 O, 01, 2, 00, 01]
Table 1. Model Notation
Agent Migration at S; (2 <i<n)

T A random number generated 5y
(T4, i) Private and public key pair a§; 6. Agent verification
(fiy ps) Temporally private and public key pair 6f, s - . _
. . i+ receive Og, -+, 041, [lj, 04—2,0;—1
Ency,; (m) ,: nc:ftagéagen encrypted with the public key| Si: Ver(Oo,uy),and recover T, ho, i1
Sigs,(m) | Asignature ofS; on message: with its Si: Ver(O1,v0), and recover hy,
private keyo; Si: Ver(Oy, pr-1),and
Ver(o,v) | Asignature verification function for recover hy, g1 recusively for 2 <k <i—1
signatures with public keyv Si: Ver(ci—a,vi—2)
H(m) A one-way, collision-free hash function Si: Ver(oi—1,vi-1)
[m] Messagen sent via a confidential channel S;: wverify S;_o # S;_1

A — B:m | Asends message to B

7. Interactive offer encapsulation
Table 2. Cryptographic Notation S; hi = H(O;_1,74,8i11)
Si — Si—1: temp; = Ency,(Sigs, (0i,0i—2,0i-1),
7i), Py pisa

Agent Creation Sy O; = Sigg,_, (temp;)
Si_ Sl : Ol
1. Offer encapsulation S . - Ver(O;, pi—1)
So : ho = H(T(),Sl) Si : g; = Slgﬁz(hl)
So Op = Sigy, (Ency,(00,70), I, ho, f11) .
So: 00 = Sigs,(ho) 8. Agent transmission

Si — Sit1: {O0k]0 <k < i}, (i1, 091,04
2. Agent transmission
It is assumed that there is an authentication protocol be-
tweenS; and S;_; in the co-signing processsS;_; will
store the records of the departed agents in such a way that

So — 511 O, [fi1,00]

Agent Migration at Sy it would only sign once forS; on the partial results of a
particular departed agent.
3. Agent verification Each host is responsible for checking and verifying all

) . _ the messages as well as the chaining relation in the agent
S1: receive O, i1, 09 ) . -
. state whenever it arrives. If any of the agent verifications
Sy Ver(Og,vp),and recover I, hg, i1 ; i : .
. fails or S; receives twice the same agent fr@in ; then it
Sy Ver(og,vo) .
rejects the agent.

4. Interactive offer encapsulation ) _
3. Security Analysis

In this section we present a two-colluder truncation at-
tack on Cheng-Wei Protocol. The protocol bases its secu-
rity, among other properties, on the impossibility for a host

. Oy, 8, 5 @o‘ofor[ i.'z',crc,;?@
S;, which tries to collude with a hosty, (W > j), to re-

Figure 1. Agent Transmission quest a signature on another encapsulated 6fférom the

O¢-0i[ U1, T T



previous hostS;_; in order to truncate all of the encapsu- When the agentis atS; o (= 5;):

lated offers collected from the hosts betwen; andSy.

Our attack scenario is as follows (see Figure 2). A free Sjre :

roaming agent that has visited a hdjtre-visits S; after
visiting another hostS; ., in other words,S;;> = S;.
Then, no matter how the agent will roam after visitifig o,

S;+2 can always collude with a hosiy, being visited by

the agent to truncate all of the encapsulated offers collected
afterSj,o. Sj+2 need not collude witly;;, in order to get

a new co-signed encapsulated oftf, , from S; ;. In-
stead,S;;» can sign it by itself with the temporary private

hjve = H(Oj41,7j42, Sj43)

j+2 Sj+1 ©otempjyo = Encvo (SigﬁjJrz (0j+2’
05, 054+1): Tj+2), hjvas pjts
Sjt1: Ojt2 = Sign, . (tempj2)
Sj+1 — Sj+2 : Oj+2
Sjta: Ver(Ojya, ij11)
2 ojv2 = Sigs, ., (hj42)
j+2 = St {Ok|0 <k < j+ 2}, [[1j43,0541,0542]
Suppose the agent roamsSg; s, - - -, Sy after visiting

key fi;4+1 which was generated bYy; whereS; = S;, !

truncated chain

00-0;.1,0,0j+1,0%+2,0w l\ oo..oj_lvoj‘ 0521052
\
N\

/ 00.0;.1,0; Ojs1

N

N
@OO"O}LOL Oj+1,0j+2,0j43:-O w

Figure 2. Attack Scenario

Suppose the agent visit&, S, - -
S;),S;+3, -+, Sw, and collected the encapsulated offers

007017'

The processes of interactive offer encapsulation and agent
transmission at hosts;, ;11 andS;;. (= S;) are as fol-

lows.

: '7Oj30j+170j+270j+37 o '7OW

When the agent is atS;:

S

hj = H(Oj-1,75,Sj+1)

J

Sj— Sj_1: temp; = Ency,(Sigy,; (05,05-2,0;-1),
75)s s g1

Sj-1: 0; = Sigp,_, (temp;)

SJ‘,1 — Sj . Oj

Sj . Ver(Oj,/,Lj_l)

Sj . 05 = Sig@j (hJ)

Sy — Sjr1: {00 <k < j} [fj41,05-1,04]

When the agent is atS;:

Sj+1 : hj+1 = H(Oj,?“]qu, Sj+2)

Sj+1— 551 tempjir = Ency, (Sigs,,, (041,
0j-1,04):Tj41)s iy, fhj2

S;: Ojy1 = Sigg, (temp;j1)

S]‘ — Sj+1 : Oj+1

Sjt1: Ver(Oj+1, 1)

Sjt1: oj1 = Sigs, , (hj11)

Sj+1 = Sjt2

{Ok|0 <k <j+ 1}, [fy+2, 05,0541

85,8541, Sj42 (=

S;y2, and thenSy, colludes withS; 12 (= S;). S;42 can
initiate the truncation attack with the following processes of
interactive offer encapsulation and agent transmission.

Sjy2 (= S;) prepares:

Sz Wiro = H(Oj41,7j42, Sw)

Sj+2 : temp;‘+2 = Encvo(Sigﬁj+2 (0;‘-&-2’ O3,
0j41)sTj+2)s Njjas b

Sjta O§'+2 = Sigﬁj+1 (temp;'+2)

Sj+2 : 0';'+2 = Sigl_)j+2 (h;+2)

Sjra = Sw: {Ok|0 <k <j+1,0],},

[Aw, 041,075 45]

When the agent is atSyy:

Sw My = H(O} .y Sw1)

Sw — Sjy2:  temply, = Ency,(Sigoy,, (04, 0541,
U;'+2)’7“/W), Ry s w1

Siyo: Oy = Sigp, ., (tempy,)
Sj+2 — SW : O{/V

Sw : Ver(Ow, pj+2)

Sw o = Sigs,, (M)

{Ok|OSk§J+1;O;+27 {/[/}7
[Aw 41,0742, 0Wy]
In the above attacky;» andSy, can collude to truncate

the encapsulated offe€s; 5, - - -, Oy . Then,Sy, forwards
the truncated chain of encapsulated offers

Sw — Swi1:

/ /
007017 o '7Oj70j+170j+2aOW

to the next hosby 1. As we can see, further checks made
by Sw 11 and even the originator of the agent will not be
able to detect such a truncation attack.

4. Amendments

The cause for the attack is that a host may possess suf-
ficient information to forge a signature that is supposed to
be generated by its predecessor to establish a publicly veri-
fiable chain of encapsulated offers. To preserve the forward



privacy, each encapsulated offer is not signed with a certi-

fied private key of a host. Instead, it is signed with a tempo-
rary private key generated by a host being just visited. Then
if aloop of S; — S;4+1 — S; is formed by a free-roaming
agent, the truncation attack will succeed.

A simple solution to avoid this attack is to disallow such
a roaming path. In Figure 2, whe$}; is preparing the
interactive offer encapsulation, it knows the identity of its
predecessof; by verifying o; and should not seled; as
the next host to be visited.

We could have a more generic solution to avoid the trun-
cation attack even if a loop &f; — S;+1 — 5; is formed

Agent Migrationat S; (2 <i<n)

6. Agent verification

S,; . receive Oo,"'7Oi_1,O'1'_270'7;_1
Si: Ver(Og,vg),and recover I, h
Si: Ver(O1,v0),and recover hy,
Si+ Ver(Og, pg—1),and

recover hy, pug recusively for 2 < k <i—1

Si . VeT’(O'i_Q,’Uq;_z)
Si : VGT‘(O'i_hUi_l)
Sz’ : Verify SZ;Q 7é Sifl

by a free-roaming agent. To protect against the imperson- /- Interactive offer encapsulation

ation of ;1 by S; in generating an encapsulated offer with
a temporary private keyi;11, the key pair(fi;+1, tti+1)
should be generated I, ; itself rather than bys;. Then
Sit1 sendsu; 1 to S; to testify thatu; 4 is S;11’s tempo-
rary public key. Asi; ;1 is only known toS; . 1, imperson-
ation is prevented while the forward privacy property of the
protocol is preserved. The protocol is modified as follows
(see Figure 3.

Agent Creation

1. Offer encapsulation

So: ho= H(T0751)
So : O() = Sigq-jo (Encvo (O(),7°0)7I7 ho)
So: 00 = Sigy,(ho)

2. Agent transmission
SO — Sl . Oo, [O’o]

Agent Migration at S,

3. Agent verification

S1: receive Oy, 0g
Sy : Ver(Og,vo),and recover I, hg
S1: Ver(og,vo)

4. Interactive offer encapsulation

Sy hy = H(Og,71,52)

S1 — Sy tempy = Ency,(Sigs, (01,00),71),
h17 M1

So : 0, = Sigy, (tempy)

So — Sl 01

Sy Ver(O1,vp)

Si: o1 = Sigy, (h1)

5. Agent transmission
S1 — Sa 1 O, 01, [00,01]

Si : hz :H(Oi,l,ri,SiH)

Si — Si—1: temp; = Ency,(Sigy, (0i,0i—2,0i1),
74), his i

Si—1: 0, = Sigg,_, (temp;)

Sifl — SZ : OZ

Si : Ver(Oi, /J,ifl)

Si: o; = Sigy, (h:)

8. Agent transmission
Si — Siy1: {Ok|0 < k < i}, [04-1,04]

S @t (oo &
OO‘ [OZ)] Ooyolv[c'op'l] OO"Oi*[Ui.ly q]

Figure 3. Agent Transmission

With the above change, even if the agent revisits one
host, the host still has to request to the previous host for a
signature over its new encapsulated offer, and the co-signing
process cannot be forged since each host's temporary pri-
vate key is known to that host only.

5. Conclusion

In mobile code systems more attention is needed in the
design of protocols to fulfill those properties. As a con-
sequence of dynamically selected hosts on the path of a
free roaming agent, a host can be revisited, and hence, we
must ensure that the information it possesses is not enough
to carry out a truncation attack by colluding with another
party.

In this paper, we briefly reviewed Cheng-Wei scheme for
the defense of truncation attack. Their scheme is effective
against such an attack in most cases. However, we found
that it still suffers from the truncation attack when a special
loop is established on the path of a free-roaming agent. We
further proposed two solutions to avoid the attack.
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