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Trust is difficult to define because:

d “Trust is a multidimensional, multidisciplinary and multifaceted concept” (Yan
et al., 2008)

d “The personal, unigue and temporal expectation that a trustor places on a trustee
regarding the outcome of an interaction between them” (Moyano et al., 2012)

I I Place the trust I I
Keep the trust

Trustor

Trustee
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Alexa (Only the owner can see what is going on through the smartphone app)

Google (Too much trust for the connected users, every connected user can see what
IS going on and can cast commands)

Google (Wi-Fi steal) Anytime the Wi-Fi is not available the device creates a WAP that
allow any user to configure it. (Not ownership)

Hue (Some details are revealed in clear: Bridge ID, IP, commands)
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Findings NECS

d Alexa & Hue -

l File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4 b = 2 Jdb =
mae XNE QenEFIE[EaqarE

[Wip.src == 192.168.13.200 && ip.dst == 192.168.13.36 B30 -] Expression... | +
No. Time Source Destination Protocol Lengtt Info =
48. 2019-03-66 16:15:28,.. Android.local PR11ips-hue.local Tce 74 33753 - Nttp(88) [SYN] Seq=0 Win=65535 Len=0 MSS=
UNIVERSIDAD 48. 2019-03-86 10:15: Android.local Ph111ps-hue.local Tce 54 33753 ~ http(89) [ACK] Seq=1 Ack=1 Win=87616 Len=
DE MALAGA 48. 2019-03-86 10:15: Android.local Ph111ps-hue.local HTTP 246 PUT /api/7-8QKkJ1DrIJWICXVDINIWYNWWROVTNGSQE1MDS -y
*wlano o 48. 2019-03-86 10:15: Android.local Ph111ps-hue.local Tce 54 33753 - http(88) [ACK] Seq=193 Ack=515 Win=88704
T o e s e O T T EALEED & S TR Philips-hue.local Tce o Shafe - () (i, | ke Al Ciige:
p v = 2019-03-06 10:15:28, Andrnld Tocal Philips-hue.local 33754~ NTTp(80) [STH] Seq=d Win=
@ o) RENRRIe=ssEF S S Q Q| E 48. 2019-03-86 16:15:28,. Android.local Philips-hue.local TCcP 54 33754 http 80) [ACK] Seq=i Ack=1 Win=87616 Len=
- - 48.. 2019-03-86 16:15: Android.local Philips-hue.local HTTP 150 GET /api/7-80kjiDrIjWiCXvDINIWYnWWROVTNGSQEiMDS-y
[W[ip.src == 192.168.13.200 & ip.dst == 192.168.13.36 X] ~) Expression...  + 48, 2019-03-86 10: Android.local Philips-hue.local TCP 54 33754 — http(88) [ACK] Seq=186 Ack=1178 Win=89984
, E 48.. 2019-03-86 16: Android.local Philips-hue.local TP 54 33754 ~ http(88) [FIN, ACK] Seq=106 Ack=1179 Win<
No.  Time Source Destination Protocol Lengtk Info 1 11
4. 7019-03-06 1011578, AnGro1d. Iocal Philips-hue.local Tce 74 33753 - Nttp(s0) [SYN] Seq=0 Win=65535 Len=0 MS 48.. 2019-03-66 16: Android.local Philips-hue.local Tee 74 33755 ~ http(80) [SYN] Seq=8 Win=65535 Len=0 MSS=
TECHNISCHE 2019-03-06 .28, Philips-hue. 54 33753 ~ http(80) [AEK] Seq=1 Ack=1 Win=87616 Le 48.. 2019-03-06 18: Andrn}d.local Ph!l}ps-hue.lucal TCP 54 33755 -_http(ﬂ(?) [M;K] Seq=1 Ack=1 Win=87616 Len=
. 7api/1-00k]1DrT 0 ' 48.. 2019-03-86 16: Android.local Philips-hue.local HTTP 247 PUT /api/7-80kjiDrIjWiCXvDINIWYnWWROVTNGSQEiMDS-y
g:gﬁggﬁ; 2619-03-06 Philips-hue.local 33753 - NCEP(80) [ACK] Seq=103 Ack=515 Win=88704 48.. 2018-03-06 10: Android. local Philips-hue.local TCP 54 33755 - http(80) [ACK] Seq=194 Ack=516 Win=88704
g

48 2019-03-06 10 “local Philips-hue.local Tcp 543753 _ neip(s0) [FIN _ACK] Seq=193 48.. 2013-03-06 10 Android.local Philips-hue. local TP 54 33755 mtp(aa) [FIN, ACK] Seq=184 Ack=517 Wir

5535 Len—El MS5=

local

~local

Andrum

2019-03-66 1

4" 2015 03 06 10 Anciroid 1ocal i i3 e Tocal 1o 54 33123 " Ieibiee) Lo cee s Lea 8 e s St e R e
-03- ndroid. loca; 111ps-hue. loca: - nttp eq=1 Ack=1 Win= e e : - - = . ]
48 2019-03-06 10 Android.local Philips-hue.local HTTP 159 GET /api/7-8Qk]1DrTjWICXVDINIWYNWWROVTNGSQE 1HD5-y :S ggig gg gg }g: i”gr“g'i“ai g:!ilps R“e'i“ai ;_C;p 12'; 82155 '?;tg(:Q%D[ﬁ‘;;}CiegI;Jﬁ‘skhéRg\]#NETGtsmégn
48 2019-03-86 10 Android.local Pnilips-hue.local ToP 54 33754 - Nttp(80) [ACK] Seq=106 Ack=1178 Win=89984 e 8 (CLELE o (e SRS gca: BT R DLV u SQLIMDS-y
48 2019-03-06 10 Android.local Philips-hue.local Tcp 54 33754 - http(80) [FIN, ACK] Seq=106 Ack=1179 Win= 48.. 2019-03-06 10: Android.local Philips-hue.local ce 54 33756 ~ http(80) [ACK] Seq=186 Ack=1179 Win=89984
48.. 2019-63-06 18 Android.local Philips-hue.local TcP 74 33755 - http(80) [SYN] Seq=0 Win=65535 Len=@ MS: 48.. 2019-03-06 10 Android.local Philips-hue.local TCP 54 33756 ~ http(80) [FIN, ACK] Seq=106 Ack=1180 Win=
48.. 2019-03-86 10 Android.local Philips-hue.local Tcp 54 33755 - Nttp(80) [ACK] Seq=1 Ack=1 Win=87616 Le local P 1
48.. 2019-03-86 10 Android.local Philips-hue.local HTTP 247 PUT /ap1/7-0Qk]10r IJW1CXVDINIWYNWWROVTNGSQE1MDS -y F v
48.. 2019-03-86 10 Android.local Philips-hue.local TP 54 33755 - Nttp(89) [ACK] Seq=194 Ack=516 Win=88704
4. 2019-03-06 10 Android.local Philips-hue.local TCP 54 33755 — nttp(BEl) [FIN, ACK] Seq=194 Ack=517 Win=g ~ Hypertext Transfer Protocol =
48.. 201 1 locs 1 1 C 5 ] 5 ~ PUT /api/7-0Qkj1Dr IjW1CXvDINJWYnWWROVTNGSQtiMDS-y/lights/1/state HTTP/1.1\r\n
2019-03- 06 Android. local PhLlips hue.local = NCEP(80) [SYN] Seq=0 ~ [Expert Info (Chat/Sequence): PUT /api/7-8Qkj1DrIjWiCXvDINJWYnWWROVTNGSQLiMD5-y/lights/1/state HTTP/1.1r\n]
48.. 2019-03-86 10 Android.local Philips-hue.local Tcp 54 33756 - Nttp(80) [ACK] Seg=1 Ack=1 Win=87616 Len= [PUT /api/7-BQk]1DrIjW1CXvDINIWYNWWROVTNGSQTiMDS-y/1ights/1/state HTTR/1.18r\n]
48.. 2019-03-86 10 Android.local Philips-hue.local HTTP 159 GET /api/?rBQK]1Drij1[XvDINJWYHWRUVTMGSQHMDEry [Severity level: chat]
48.. 2019-03-86 10 Android.local Philips-hue.local TP 54 33756 - Nttp(89) [ACK] Seq=106 Ack=1179 Win=89984 [Group: Sequence]
48.. 2019-03-66 10 Android. local Philips-hue.local TCP a0 = ) B, o] G G i Re
) ! L ) o quest Method: PUT
= = = - = Request URI: /api/7- GQI(J1DrIJw1CKvDINJNYnl-MRGVTNGSQt1HD5 y/lights/1/state
) > Request Version: HTTP/1
TCP payload (192 bytes) B Host: 192.168.13.36\r\n
~ Hypertext Transfer Protocol Accept: */*\r\n
~ PUT /api/7-8Qkj10r IWiCXvDINIWYnWWROVTNGSQLIMDS -y/1ights/1/state HTTP/1.1\r\n _type: 1 - Form-
~ [Expert Info (Chat/Sequence): PUT /api/7-8QkjiDrIJWLCXvDINJWYnWWROVTNGSQtiMDS-y/lights/1/state HTTP/1.1\r\n] R gg::::E_Ezﬁ;;h?wé{ﬁﬁm"“ w-form-urlencodedirin
[PUT /api/7-6Qk]1DrIjWACKVDINIWYNWIROVTNGSQL1MD5-y/Lights/1/state HTTP/1.1\r\n] e :
University of {zigig%%eéigﬁgf“aﬂ [Full request URT: http://192.168.13.36/api/7-0Qk{10r T{W1CXvDINIWYNWWROVTNGSQt iMDS -y/1ights/1/state]
Request Method: PUT [HTTP request 1/1]
0 Request IRI: /api/T-60kj10r MLLKDININYHHROVTNGSQLINDS -y Lights/1/state [Response in 'Frame 489120]
Request Version: HTTP/1 File Data: 13 bytes
Host: 192.168.13.36\r\n ¥ HTML Form URL Encoded: application/x-www-Torm-urlencoded
Accept: */*\r\n ~ Form "
Content-type: application/x-wwi-form-urlencoded\rin
» Content-Length: 12\r\n
Arin =
[Full reguest URI: http://192.168.13.36/api/7-0Qkj1DrIjWICXvDINIWYNWWROVTNGSQtiMDS -y/1ights/1/state]
[ATTP request 1/1] 47 73 51 INJWYnWW ROVTNGSQ =
[Response in frame: 489551] ! 73 2f 31 tiMD5-y/ lights/1
File Data: 12 bytes 7 2e 31 6d  /state H TTP/1.1
R et S Yl 8 28 2 31 -Host: 1 92.188.1
- \ ~ Form item: {ron': tr 20 2a 2f  3.36. -Ac cept: */
BT = 70 65 3a  *. Conte nt-type:
52 4F 56 54 4e 47 73 51  INJWYnWW ROVTNGSQ E ! ;g [25? ;z CEen E:ig;;ag
6C 60 67 68 74 73 2f 31  tiMD5-y/ lights/i
7 54 54 50 2f 31 Ze 31 0d  /state H TTP/1.1 d e 65 7 ent-Leng
8 39 82 2e 31 36 38 2 31  -Host: 1 92.168.1 00e0 /b 22 6T Ge 22 3a
63 65 70 74 3a 20 2a 2f  3.36 -Ac cept: */ 0ero |
: 6e 74 2d 74 79 70 65 3a  *--Conte nt-type: =3
b 74 69 6f e 2r 78 20 77 applica tion/X-w @ 7 Key (urlencoded-form.key), 13 bytes Packets: 490648 - Displayed: 109 (0.0%) Profile: Default

75 72 6c 65 6e 63 6F 64 ww-form- urlencod

d 65 6e 74 2d 4c 65 6e 67 ed- Cont ent-Leng
8020 74 68 3a 2 od oa [FIFFNGIENFERE th: 12
s0ro

Al S @ 7 key (urlencoded-form.key), 12 bytes Packets: 490802 - Displayed: 109 (0.0%) Profile: Default
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
O NE QesEFIZEHAaqQr
UNIVERSIDAD L] ‘ ip.dst == 192.168.13.36 ‘} Expression... +
DE MALAGA —
Nao. Time Source Destination Protocol Lengtt Info e
158 2019-03-06 12:56: .. diagnostics.meethue.com Philips-hue. TCP 54 http(80) — 58676 [FIN, ACK] Seq=328 Ack=1143 Win=
161 2019-03-06 12:56: .. time2.google.com Philips-hue. NTP 90 NTP Version 4, server
165 2019-03-06 12:56: .. 91.18.155.104.bc.googleusercontent... Philips-hue. TLSv1.2 232 Application Data
168 201! 6 12 91.18.155.104.bc.googleusercontent. .. Philj 54 https(443
201! 6 c .google.com Philip: - rsion 4
TECHNISCHE 195 2019-03-06 12:51: . time4.google.com Philips-hue. NTP 90 NTP Version 4, server
UNIVERSITAT 2019-83-06 :b1: . time3.google.com Philips-hue. 90 NTP Version 4, server
DARMSTADT I 2019-83-06 151 c 1me‘gogle.com PhlllpthU. 9 NP\u’ersmn4 srvr

2019-83-06 :h2: c .18. .1084.bc.googleusercontent. .. Philips-hue. B 229 Application Data

227 2019-03-06 12:52:04,. .18. .184.bc.googleusercontent... Philips-hue. TCP 54 https(443) ~ 54909 [ACK] Seq=1266 Ack=1582 Win=19
230 2019-03-06 12:52:10,.. .18. .184.bc.googleusercontent... Philips-hue. TLSv1.2 229 Application Data

232 2019-03-06 12:52:10,.. .18. .184.bc.googleusercontent... Philips-hue. TCP 54 https(443) ~ 54900 [ACK] Seq=1441 Ack=1710 Win=2@
238 2019-03-06 12:52:17,.. .18. .184.bc.googleusercontent... Philips-hue. TCP 54 https(443) ~ 54909 [ACK] Seq=1441 Ack=1749 Win=2@

239 2019-03-06 12:52: c .18. .184.bc.googleusercontent... Philips-hue. TLSv1.2 89 Application Data

2019-83-06 :52: c .18. s .bc.googleusercontent... Philips-hue. TLSv1.2 230 Application Data

2019-83-06 c .18. s .bc.googleusercontent... Philips-hue. 54 https(443) ~ 54909 [ACK] Seq=1652 Ack=1958 Win=21
euserconten

Acknowledgment number: 1958 (relative ack number) a

o161 = Header Length: 28 bytes (5)
Flags: 0x818 (PSH, ACK)

Window size value: 215

[Calculated window size: 215]

[Window size scaling factor: -1 (unknown)]

- - Checksum: @xaefl [unverified]
UTIIVETS'Ity Of [Checksum Status: Unverified]

Urgent pointer: @
on w [SEQ/ACK analysis]
[Bytes in flight: 178]
[Bytes sent since last PSH flag: 178]
w [Timestamps]
[Time since first frame in this TCP stream: 216.748443000 seconds]
[Time since previous frame in this TCP stream: 4.247012000 seconds]
TCP payload (178 bytes)
w Secure Sockets Layer
w TLSv1.2 Record Layer: Application Data Protocol: http-over-tls
Content Type: Application Data (23)
Version: TLS 1.2 (@x0303)

BT Length: 173
Encrypted tion Data: TB70c29c43580b9d5a%98b2dBaed /57 12d.

6030
0040
6050
[olclsc}
6O70
[olck:lc}
6090
B0ae

B0be
BOce
GOde

(O ¥ Payload is encrypted application data (ssl.app_data), 173 bytes Packets: 354 - Displayed: 71 (20.1%) Profile: Default

-
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Trust model NECS

How the system is? Improvements?

 Google: Trust in the users, (set-up) security must be improved
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 Alexa: Less trust in the other users, (set-up) security can be improved

@sr U Hue: “Physical” trust, (set-up) good security measure
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Trust Model NECS

J Role: HO, HM, HG, MU
4 Context: {1,2,3,4}
4 Score: {0,1,2,3,4,5}
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4 Trust Metric : TM(Role, Context, Score)

How it works? Subtraction of Score and Context to decide if a user is allowed to do
Ul(eﬁtf something.
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Trust Model NECS

d Trust Metric : TM(Role, Context, Score)
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 Possible values (Negative, Zero, Positive)
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1 Negative (No actions are allowed for the particular context)

' Zero (You can only check what is going on)

University of

Kent J Positive (You are trusted enough to cast commands)
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Conclusion NECS

 Different trust models related to Alexa, Google and Hue
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 Improvement is needed

@z Improvement proposed
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